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OPEN SOURCE INTE LLIGENCE (OSINT) SANCHAR SAATHI PORTAL :

Sanchar Saathi

 

portal is a citizen centric initiative of Department of 

Telecommunications to empower mobile subscribers, strengthen their security and 

increase awareness about citizen centric initiatives of the Government. Sanchar 

Saathi empowers citizens by allowing them to know the mobile connections issued 

in their name, get disconnected the connections not required by them, block/trace 

lost mobile phones and check genuineness of devices while buying a new/old 

mobile phone. Sanchar Saathi contains various modules like

 

CEIR, TAFCOP, 

Chakshu,

 
etc.

 

CEIR:

CEIR module facilitates tracing of the lost/stolen mobile devices. This also 

facilitates blocking of lost/stolen mobile devices in network of all telecom operators 

so that lost/stolen devices cannot be used in India. If anyone tries to use the 

blocked mobile phone, its traceability is generated. Once mobile phone is found it 

may be unblocked on the portal for its normal use by the citizens.

 TAFCOP:

  
TAFCOP module facilitates a mobile subscriber to check the number of mobile 

connections taken in his/her name. It also facilitates to report the mobile 

connection(s) which are either not required or not taken by the subscriber.

 

CHAKSHU: 

  

Chakshu facilitates citizens to report the suspected fraud communications with the 

intention of defrauding telecom service users for cyber-crime, nancial frauds, non-

bonade purpose like impersonation or any other misuse through Call, SMS or 

WhatsApp. Few examples of suspected fraud communications are communication 

related to Bank Account / Payment Wallet / SIM / Gas connection / Electricity 

connection / KYC update / expiry / deactivation, impersonation as Government 

ofcial / relative, sextortion related etc.

WEB: https://sancharsaathi.gov.in/
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MOBILE SECURITY

Securing your mobile device from hackers involves a combination of proactive 

measures and ongoing vigilance. Here are some steps you can take:

Keep your device updated:

 

Regularly update your mobile operating system, apps, 

and security software. These updates often include patches for known 

vulnerabilities.

 

Use strong passwords and biometric authentication:

 

Set up strong, unique 

passwords for your device and all your accounts. Whenever possible, enable 

biometric authentication like ngerprint or facial recognition.

 

Be cautious of public Wi -Fi:

 

Avoid connecting to unsecured public Wi-Fi 

networks, as they can be compromised by hackers. If you must use public Wi-Fi, 

consider

 

using a virtual private network (VPN) to encrypt your connection.

 

Install security software:

 

Use reputable antivirus and anti-malware software on 

your device to detect and remove threats. There are many options available for both 

Android and IOS devices.

 

Be wary of app downloads:
 

Only download apps from ofcial app stores like the 

Google Play Store or Apple App Store. Check reviews and permissions before 

installing any app, and avoid apps from unknown developers.  

Review app permissions: Regularly review the permissions granted to each app on 

your device and revoke any unnecessary permissions. Limiting the access apps 

have to your data can help reduce the risk of unauthorized access.
 

Enable device encryption:

 

Encrypting your device's data adds an extra layer of 

security, making it more difcult for hackers to access your information if your 

device is lost or stolen. Most modern smart

 

phones have built-in encryption 

features that can be enabled in the settings.

 Backup your data:

 

Regularly backup your device's data to a secure location, such 

as cloud storage or a computer. In the event of a security breach or data loss, you'll 

be able to restore your information.

 

Enable remote wipe:

 

Enable remote wipe functionality on your device so that if it's 

lost or stolen, you can remotely erase all the data to prevent unauthorized access.

Practice good browsing habits:

 

Avoid clicking on suspicious links or downloading 

attachments from unknown sources, as they may contain malware. Use caution 

when browsing the web and be wary of phishing attempts.

By following these steps, you can help protect your mobile device from hackers and 

keep your personal information secure.
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CYBER HYGIENE

Cyber hygiene refers to the practices and habits individuals and organizations 
adopt to maintain their digital security and protect against cyber threats. Here are 
some essential cyber hygiene methods:

Strong Passwords : Use complex passwords for all your accounts, including a mix 
of uppercase and lowercase letters, numbers, and special characters. Avoid using 
easily guessable information such as birthdays or common words.

 

Password Management :

 

Utilize a password manager to generate and store unique 
passwords for each of your accounts. This helps you avoid using the same 
password across multiple accounts and makes it easier to manage your passwords 
securely.

Multi -Factor Authentication (MFA):

 

Enable MFA wherever possible, especially for 
sensitive accounts like email, banking, and social media. MFA adds an extra layer 
of security by requiring multiple forms of verication to access an account.

Software Updates:

 

Keep all your software, including operating systems, web 
browsers, and applications, up to date with the latest security patches. 
Vulnerabilities in outdated software are often exploited by cyber attackers.

Antivirus/Anti -Malware Software:

 

Install reputable antivirus and anti-malware 
software on your devices and keep it updated. Regularly scan your systems for 
malware and other malicious software.

 

Secure Wi -Fi Networks: Secure your home and business Wi-Fi networks with 
strong passwords and encryption (WPA2 or higher). Avoid using public Wi-Fi 
networks for sensitive activities unless you're using a VPN.  
Data Encryption:

 
Encrypt sensitive data, both in transit and at rest, to prevent 

unauthorized access. Use encryption protocols such as HTTPS for web browsing 
and device encryption for storage.

 Data Backup:

 

Regularly backup your data to secure, off-site locations such as 
cloud storage or external hard drives. This ensures you can recover your data in 
the event of data loss or a ransomware attack.

 

Awareness and Training:

 

Stay informed about the latest cyber threats and educate 
yourself and your employees or family members about cyber security best 
practices. Training programs can help users recognize phishing attempts, social 
engineering tactics, and other common threats.

 

Safe Browsing Habits:

 

Exercise caution when clicking on links or downloading 
attachments in emails, messages, or social media posts, especially if they're from 
unknown or suspicious sources. Verify the legitimacy of websites before entering 
sensitive information.

 

Regular Audit s and Assessments: Conduct regular cyber security audits and risk 
assessments to identify potential vulnerabilities and areas for improvement. 
Address any issues promptly to strengthen your overall security posture.

By implementing these cyber hygiene methods consistently, you can reduce the 
risk of falling victim to cyber attacks and better protect your digital assets and 
personal information.
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CYBER CRIME PUNISHMENT SECTIONS 

The Information Technology (IT) Act, 2000 is the primary legislation in India that 

deals with various aspects of electronic commerce and digital communication. It 

was amended in 2008 and came to be known as the Information Technology 

(Amendment) Act, 2008. Here are some important sections of the IT Act, 2000 and 

its amendments:

 

Secti on 43:

 

This section deals with penalties and compensation for damage to 

computer, computer systems, etc. It covers unauthorized access, downloading, 

copying, or introducing viruses or other malicious code into computer systems.

Section 66:

 

It pertains to computer-related offenses such as hacking, data theft, 

and other cyber crimes. It prescribes punishment for those who commit computer-

related crimes.

 

Section 66A:

 

This section, which dealt with communication of offensive messages 

through electronic means, was struck down by the Supreme Court of India in 2015 

for being unconstitutional.

 

Section 66B:

 
It deals with punishment for dishonestly receiving stolen computer 

resources or communication devices.
 

Section 66C: This section relates to identity theft and the  punishment for identity 

theft offenses. 

Section 66D:

 
It addresses cheating by personation by using a computer resource.

Section 66E:

 

This section covers privacy-related offenses such as capturing, 

publishing, or transmitting images of private areas of individuals without their 

consent.

Section 66F:

 

It pertains to cyber terrorism and the punishment for cyber 

terrorism-related activities.

 

Section 67:

 

This section deals with the publication or transmission of obscene 

material in electronic form.

 

Section 69:

 

It grants the government the power to intercept, monitor, or decrypt 

any information generated, transmitted, received, or stored in any computer 

resource if it is necessary for national security or in the interest of public order.

Section 70:

 

This section deals with the protection of computer systems and data 

and provides for the designation of government agencies to secure these systems.

Section 79: It provides for exemptions from liability of intermediaries (such as 

internet service providers) in certain cases, subject to compliance with due 

diligence requirements.

These sections, along with others in the IT Act and its amendments, form the legal 

framework for addressing various cyber crimes and regulating electronic 

transactions and communication in India.
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